
In May 2018, Donald
Trump announced that the United States was pulling out of the Joint
Comprehensive Plan of Action agreement on Iran’s nuclear program and re-
imposing sanctions. Most notably, many of these penalties apply not to U.S.
ªrms, but to foreign ªrms that may have no presence in the United States.
The sanctions are consequential in large part because of U.S. importance
to the global ªnancial network.1 This unilateral action led to protest
among the United States’ European allies: France’s ªnance minister, Bruno
Le Maire, tartly noted that the United States was not the “economic policeman
of the planet.”2

The reimposition of sanctions on Iran is just one recent example of how the
United States is using global economic networks to achieve its strategic aims.3

While security scholars have long recognized the crucial importance of energy
markets in shaping geostrategic outcomes,4 ªnancial and information markets
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are rapidly coming to play similarly important roles. In Rosa Brooks’s evoca-
tive description, globalization has created a world in which everything be-
came war.5 Flows of ªnance, information, and physical goods across borders
create both new risks for states and new tools to alternatively exploit or miti-
gate those risks. The result, as Thomas Wright describes it, is a world where
unprecedented levels of interdependence are combined with continued jock-
eying for power, so that states that are unwilling to engage in direct conºict
may still employ all measures short of war.6

Global economic networks have security consequences, because they in-
crease interdependence between states that were previously relatively autono-
mous. Yet, existing theory provides few guideposts as to how states may
leverage network structures as a coercive tool and under what circumstances.
It has focused instead on trade relations between dyadic pairs and the vulnera-
bilities generated by those interactions.7 Similarly, work on economic sanctions
has yet to fully grasp the consequences of economic networks and how they
are being weaponized. Rather, that literature primarily looks to explain the
success or failure of direct sanctions (i.e., sanctions that involve states denying
outside access to their own markets individually or as an alliance).8 Power and
vulnerability are characterized as the consequences of aggregate market size
or bilateral interdependencies. In addition, accounts that examine more dif-
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5. Rosa Brooks, How Everything Became War and the Military Became Everything: Tales from the Penta-
gon (New York: Simon & Schuster, 2017).
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pp. 11–28, doi.org/10.1177/0022343396033001002; and Dale C. Copeland, Economic Interdependence
and War (Princeton, N.J.: Princeton University Press, 2014).
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doi.org/10.2307/2539262; Daniel W. Drezner, The Sanctions Paradox: Economic Statecraft and Interna-
tional Relations (New York: Cambridge University Press, 1999); David A. Baldwin, “The Sanctions
Debate and the Logic of Choice,” International Security, Vol. 24, No. 3 (Winter 2000), pp. 80–107,
doi.org/10.1162/016228899560248; Jonathan Kirshner, “Economic Sanctions: The State of the Art,”
Security Studies, Vol. 11, No. 4 (Summer 2002), pp. 160–179, doi.org/10.1080/714005348; Fiona
McGillivray and Allan C. Stam, “Political Institutions, Coercive Diplomacy, and the Duration of
Economic Sanctions,” Journal of Conºict Resolution, Vol. 48, No. 2 (April 2004), pp. 154–172,
doi.org/10.1177/0022002703262858; and Daniel W. Drezner, “Outside the Box: Explaining Sanc-
tions in Pursuit of Foreign Economic Goals,” International Interactions, Vol. 26, No. 4 (2001),
pp. 379–410, doi.org/10.1080/03050620108434972, which does consider secondary sanctions, as
does the policy literature we discuss below.
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fuse or secondary sanctions have focused more on comparative effectiveness
than on theory building.9

In this article, we develop a different understanding of state power, which
highlights the structural aspects of interdependence. Speciªcally, we show
how the topography of the economic networks of interdependence intersects
with domestic institutions and norms to shape coercive authority. Our account
places networks such as ªnancial communications, supply chains, and the in-
ternet, which have been largely neglected by international relations scholars,
at the heart of a compelling new understanding of globalization and power.10

Globalization has transformed the liberal order, by moving the action away
from multilateral interstate negotiations and toward networks of private ac-
tors.11 This transformation has had crucial consequences for where state power
is located in international politics, and how it is exercised.

We contrast our argument with standard liberal accounts of complex inter-
dependence. The initial liberal account of interdependence paid some atten-
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2010); Orde F. Kittrie, “New Sanctions for a New Century: Treasury’s Innovative Use of Financial
Sanctions,” University of Pennsylvania Journal of International Law, Vol. 30, No. 3 (Spring 2009),
pp. 789–822; and Daniel W. Drezner, “Targeted Sanctions in a World of Global Finance,” Interna-
tional Interactions, Vol. 41, No. 4 (2015), pp. 755–764, doi.org/10.1080/03050629.2015.1041297. Sec-
ondary sanctions coexist with other tools to control international ªnancial ºows. For a useful
recent overview, see Miles Kahler et al., Global Governance to Combat Illicit Financial Flows: Measure-
ment, Evaluation, Innovation (Washington, D.C.: Council on Foreign Relations, 2018).
10. Of course, there is a burgeoning scholarship on cybersecurity, which is relevant to the internet.
See Sarah E. Kreps and Jacquelyn Schneider, “Escalation Firebreaks in the Cyber, Conventional,
and Nuclear Domains: Moving beyond Effects-Based Logics,” Cornell University and U.S. Naval
War College, 2018; Joseph S. Nye Jr., “Deterrence and Dissuasion in Cyberspace,” International
Security, Vol. 41, No. 3 (Winter 2016/17), pp. 44–71, doi.org/10.1162/ISEC_a_00266; Rebecca
Slayton, “What Is the Cyber Offense-Defense Balance? Conceptions, Causes, and Assessment,” In-
ternational Security, Vol. 41, No. 3 (Winter 2016/17), pp. 72–109, doi.org/10.1162/ISEC_a_00267;
Henry Farrell and Charles L. Glaser, “The Role of Effects, Saliencies, and Norms in U.S. Cyberwar
Doctrine,” Journal of Cybersecurity, Vol. 3, No. 1 (March 2017), pp. 7–17, doi.org/10.1093/cybsec/
tyw015; and Jon R. Lindsay, “The Impact of China on Cybersecurity: Fiction and Friction,” Interna-
tional Security, Vol. 39, No. 3 (Winter 2014/15), pp. 7–47, doi.org/10.1162/ISEC_a_00189. This liter-
ature, however, largely fails to address the network characteristics of the internet, focusing instead
on variation in traditional metrics such as the offense-defense balance, the ability to deter or com-
pel, and the treatment of the network characteristics of the internet either as a constant or a
straightforward determinant of state-level vulnerability or strength (so that technologically ad-
vanced states such as the United States will have a different set of strengths and vulnerabilities
than states that rely less on technology). An earlier proto-literature on “netwar” examines how
leaderless networks are becoming more important in world politics, but is primarily descriptive in
nature. See John Arquilla and David Ronfeldt, The Advent of Netwar (Santa Monica, Calif.: RAND
Corporation, 1996). There is a technical literature that discusses networks, but it tends not to dis-
cuss the strategic aspects we focus on below. For an important exception, see Réka Albert,
Hawoong Jeong, and Albert-László Barabási, “Error and Attack Tolerance of Complex Networks,”
Nature, July 2000, pp. 378–382, doi.org/10.1038/35019019.
11. Kathryn Judge, “Intermediary Inºuence,” University of Chicago Law Review, Vol. 82, No. 2
(Spring 2015), pp. 573–642, https://chicagounbound.uchicago.edu/uclrev/vol82/iss2/1.
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tion to power, but emphasized bilateral relationships. Subsequent liberal
accounts have tended either to avoid the question of power, focusing on mu-
tual cooperative gains, to suggest that apparently lopsided global networks
obscure more fundamental patterns of mutual dependence, or to posit a net-
worked global order in which liberal states such as the United States can exer-
cise “power with” (the power to work together constructively with allies) to
achieve liberal objectives.12

Our alternative account makes a starkly different assumption, providing a
structural explanation of interdependence in which network topography gen-
erates enduring power imbalances among states. Here we draw on sociologi-
cal and computational research on large-scale networks, which demonstrates
the tendency of complex systems to produce asymmetric network structures,
in which some nodes are “hubs,” and are far more connected than others.13

Asymmetric network structures create the potential for “weaponized inter-
dependence,” in which some states are able to leverage interdependent rela-
tions to coerce others. Speciªcally, states with political authority over the
central nodes in the international networked structures through which money,
goods, and information travel are uniquely positioned to impose costs on oth-
ers. If they have appropriate domestic institutions, they can weaponize net-
works to gather information or choke off economic and information ºows,
discover and exploit vulnerabilities, compel policy change, and deter un-
wanted actions. We identify and explain variation in two strategies through
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No. 1 (Fall 2002), pp. 1–92; Anne-Marie Slaughter, “Global Government Networks, Global
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Miles Kahler, and Alexander H. Montgomery, “Network Analysis for International Relations,”
International Organization, Vol. 63, No. 3 (Summer 2009), pp. 559–592, doi.org/10.1017/
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which states can gain powerful advantages from weaponizing interdepen-
dence; they respectively rely on the panopticon and chokepoint effects of net-
works. In the former, advantaged states use their network position to extract
informational advantages vis-à-vis adversaries, whereas in the latter, they can
cut adversaries off from network ºows.

To test the plausibility of our argument, we present detailed analytic nar-
ratives of two substantive areas: ªnancial messaging and internet communica-
tions.14 We selected these areas as they are signiªcant to a range of critical
security issues including rogue-state nonproliferation, counterterrorism, and
great power competition. Moreover, global ªnance and the internet are often
depicted as being at the vanguard of decentralized economic networks. As
such, they offer an important test of our argument and a contrast to the more
common liberal perspective on global market interactions.

At the same time, ªnancial messaging and internet communications see im-
portant variation in the level and kind of control that they offer to inºuential
states. In the former, the United States, in combination with its allies, has
sufªcient jurisdictional grasp and appropriate domestic institutions to oblige
hub actors to provide it with information and to cut off other actors and states.
In internet communications, the United States solely has appropriate jurisdic-
tional grasp and appropriate institutions to oblige hub actors to provide it with
information, but does not have domestic institutions that would allow it to de-
mand that other states be cut out of the network. This would lead us to expect
that in the case of ªnancial messaging, the United States and its allies will be
able to exercise both the panopticon and chokepoint effects—so long as they
agree. In contrast, in internet communications, the United States will be able to
exercise the panopticon effect even without the consent of its allies, but it will
not be able to exercise the chokepoint effect. This variation allows us to dem-
onstrate the limits of these network strategies and also show that they are
not simply coterminous with United States market size or military power.
Empirically, the cases draw on extensive readings of the primary and second-
ary literature as well as interviews with key policymakers.

Our argument has signiªcant implications for scholars interested in thinking
about the future of conºict in a world of global economic and information net-
works. For those steeped in the liberal tradition, we demonstrate that institu-
tions designed to generate market efªciencies and reduce transaction costs can
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be deployed for coercive ends. Focal points of cooperation have become sites
of control. For those researchers interested in conºict studies and power, we
show the critical role that economic relations play in coercion. Rather than re-
hashing more conventional debates on trade and conºict, we underscore how
relatively new forms of economic interaction—ªnancial and information
ºows—shape strategic opportunities, stressing in particular how the topogra-
phy of global networks structures coercion. Here, we use basic insights from
network theory to rethink structural power, linking the literatures on economic
and security relations to show how coercive economic power can stem from
structural characteristics of the global economy. Finally, the article begins to
map the deep empirical connections between economic networks—for ex-
ample, ªnancial messaging, dollar clearing, global supply chains, and inter-
net communication—and a series of pressing real-world issues—including
counterterrorism, cybersecurity, rogue states, and great power competition.

We begin by explaining how global networks play a structural role in the
world economy. Next, we describe how these networks, together with domes-
tic institutions and norms, shape the strategic options available to states, focus-
ing on what we describe as the panopticon and chokepoint effects. We provide
detailed parallel histories of how networks in ªnancial communication and in-
ternet communication developed and were weaponized by the United States.
We conclude by considering the policy implications of clashes between coun-
tries such as the United States that have weaponized interdependence and
other states looking to counter these inºuences.

Statecraft and Structure: The Role of Global Networks

As globalization has advanced, it has fostered new networks of exchange—
whether economic, informational, or physical—that have remade domestic
economies, densely and intimately interconnecting them in ways that are
difªcult to unravel.15 The ªnancial sector depends on international messaging
networks, which have become the key means through which domestic banks
and ªnancial institutions arrange transfers and communicate with each other.
Informational networks such as the internet are notoriously internationalized:
a single web page can stitch together content and advertisements from myriad
independent servers, perhaps located in different countries. Physical manufac-
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the relationship between structure and statecraft. For a network-based critique of state-level
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ture depends on vast tangled supply chains that extend globally, greatly com-
plicating trade wars, since high tariffs on importers are likely to damage the
interests of domestic suppliers.

Such networks have typically been depicted by liberals as a form of “com-
plex interdependence,” a fragmented polity in which “there were multiple
actors (rather than just states), multiple issues that were not necessarily hierar-
chically ordered, and force and the threat of force were not valuable tools of
policy.”16 Such arguments allowed some space for the exercise of bilateral
power, showing how states that depended on imports from other states, and
had no ready substitutes, were vulnerable to outside pressure. However, lib-
eral scholars stressed the power resources of actors rather than structural fac-
tors, in particular the dispersion of power across such networks, and often
emphasized how interdependence generated reciprocal rather than one-sided
vulnerabilities.

As globalization has progressed, liberals have continued to argue that global
networks result in reciprocal dependence, which tends to make coercive strate-
gies less effective. Thus, for example, Robert Keohane and Joseph Nye describe
globalization as involving the development of “networks of interdependence.”
Although they accept that, as a “ªrst approximation,” the United States ap-
pears to be a hub in these networks, they also argue that it would be a “mis-
take to envisage contemporary networks of globalism simply in terms of a hub
and spokes of an American empire that creates dependency for smaller coun-
tries.”17 Instead, Keohane and Nye suggest that there are multiple different
possible hubs, reducing the dominance of great powers such as the United
States. Furthermore, they argue that asymmetries are likely to diminish
over time as “structural holes” are ªlled in.18 More recently, Nye has argued
that “entanglement” between states’ economic and information systems can
have important pacifying beneªts for cybersecurity: precisely because states
are interdependent, they are less liable to launch attacks that may damage
themselves as well as their adversaries.19

Other liberal scholars, such as Anne-Marie Slaughter, claim that globaliza-
tion creates decentralized networks that generate new opportunities for coop-
erative diplomacy.20 Slaughter’s guiding metaphor for globalization is a web
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16. Robert O. Keohane, “The Old IPE and the New,” Review of International Political Economy,
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17. Keohane and Nye, Power and Interdependence, p. 253.
18. Ibid.
19. Nye, “Deterrence and Dissuasion in Cyberspace.”
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connecting a network of points rather than a “chessboard.” An arbitrarily large
number of paths may connect two or several of these points together, suggest-
ing that globalization is best understood as a nonhierarchical network in
which the new arts of diplomacy consist in identifying the right relationships
among the multitudes of possibilities to accomplish a given task. In such a net-
work, liberals such as Slaughter argue, power is “power with,” rather than
“power over.”21

Like these liberal accounts, our approach takes networks seriously. How-
ever, it starts from different premises about their genesis and consequences.
First, we argue that networks are structures in the sociological sense of the
term, which is to say that they shape what actors can or cannot do. An impor-
tant body of emerging scholarship in international political economy, which
we dub the “new structuralism,” looks to understand the consequences of
globally emergent phenomena for states and other actors.22 In the longer term,
such networks may change, but in the short to medium term, they are self-
reinforcing and resistant to efforts to disrupt them.

Second, network structures can have important consequences for the distri-
bution of power. In contradistinction to liberal claims, they do not produce a
ºat or fragmented world of diffuse power relations and ready cooperation, nor
do they tend to become less asymmetric over time. Instead, they result in a
speciªc, tangible, and enduring conªguration of power imbalance. Key global
economic networks—like many other complex phenomena—tend to gener-
ate ever more asymmetric topologies in which exchange becomes central-
ized, ºowing through a few speciªc intermediaries.23 Contrary to Keohane
and Nye’s predictions, key global economic networks have converged toward
“hub and spoke” systems, with important consequences for power relations.24
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21. Slaughter, The Chessboard and the Web, p. 163.
22. See, in particular, Stacie E. Goddard and Daniel H. Nexon, “The Dynamics of Global Power
Politics: A Framework for Analysis,” Journal of Global Security Studies, Vol. 1, No. 1 (February 2016),
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1434,” American Journal of Sociology, Vol. 98, No. 6 (May 1993), pp. 1259–1319, doi.org/10.1086/
230190; and Judge, “Intermediary Inºuence.”
24. Our argument builds on Susan Strange’s notion of “structural power.” See, for example,
Strange, The Retreat of the State: The Diffusion of Power in the World Economy (New York: Cambridge
University Press, 1996). See also Susan K. Sell, “Ahead of Her Time? Susan Strange and Global
Governance,” in Randall Germain, ed., Susan Strange and the Future of Global Political Economy:
Power, Control, and Transformation (London: Routledge, 2016). For different accounts, see Philip G.
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Networks can be described more formally. Network theory starts from the
basis that networks involve two elements: the “nodes,” each representing a
speciªc actor or location within the network; and the “ties” (sometimes called
edges), or connections between nodes, which channel information, resources,
or other forms of inºuence. In simple representations, these ties are assumed
to carry resources or inºuence in both directions. The “degree” of a node is the
number of ties that connect it to other nodes; the higher the degree, the more
connections it enjoys. Empirically, these nodes may be speciªc physical entities
such as the computers that run internet exchanges or institutions such as a
particular bank. The pattern of nodes and links between them is the topogra-
phy (or what international relations scholars might call the “structure”) of
the network.

In our account, as in other structural accounts such as neorealism, network
structures are the consequence of the accumulated actions of myriad actors,
which aggregate to produce structures that inºuence their behavior. Spe-
ciªcally, the market-focused strategies of business actors lead, inadvertently or
otherwise, to highly centralized global networks of communication, exchange,
and physical production. Asymmetric growth means that globalization—like
other networked forms of human activity25—generates networks with stark in-
equality of inºuence.26 The distribution of degree (i.e., of links across nodes)
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Cerny, Rethinking World Politics: A Theory of Transnational Neopluralism (New York: Oxford Univer-
sity Press, 2010); and Louis W. Pauly, “The Anarchical Society and a Global Political Economy,” in
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Power: The Social Dynamics of Globalization (New York: Oxford University Press, 2009).
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important literature in statistical physics and related disciplines studies the topology of large-scale
networks and how topology shapes, for example, processes of contagion. See Duncan J. Watts,
“The ‘New’ Science of Networks,” Annual Review of Sociology, Vol. 30, No. 1 (2004), pp. 243–270,
doi.org/10.1146/annurev.soc.30.020404.104342; and, for a useful overview, Mark Newman, Albert-
László Barabási, and Duncan J. Watts, eds., The Structure and Dynamics of Networks (Princeton, N.J.:
Princeton University Press, 2011). This literature has been underused by political scientists. For re-
cent exceptions, see Hafner-Burton, Kahler, and Montgomery, “Network Analysis for International
Relations”; Goddard, “Embedded Revisionism”; Miles Kahler, ed., Networked Politics: Agency,
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Global Security Network,” International Organization, Vol. 72, No. 4 (Fall 2018), pp. 799–837,
doi.org/10.1017/S0020818318000218.
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conclusion.
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may approximate to a power law, or a log normal distribution, or a stretched
exponential depending on particulars.27 For the purposes of our argument, the
exact statistical classiªcation of the distributions is irrelevant; what is impor-
tant is that social networks tend to be highly unequal.

Such inequalities may arise in a number of plausible ways. Simple models of
preferential attachment suggest that as networks grow, new nodes are slightly
more likely to attach to nodes that already have many ties than to nodes that
have fewer such ties. As a result, sharply unequal distributions are likely to
emerge over time.28 Network effects, in which the value of a service to its users
increases as a function of the number of users already using it, may lead actors
to converge on networks that already have many participants, while efªciency
concerns lead the network providers to create hub-and-spoke systems of
communication. Finally, innovation research suggests that there are impor-
tant learning-by-doing effects, in which central nodes in networks have ac-
cess to more information and relationships than do other members of the
network, causing others to link to them preferentially to maintain access to
learning processes.29

These mechanisms and others may generate strong rich-get-richer effects
over the short to medium term, in which certain nodes in the network become
more central in the network than others. The networks they generate are struc-
tural in the precise yet limited sense that, after they have emerged, they are
highly resistant to the efforts of individual economic actors to change them;
once networks become established, individual actors will experience lock-in
effects.30 Furthermore, under reasonable models of network growth, these to-
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pologies are self-reinforcing; as the pattern starts to become established, new
nodes become overwhelmingly likely to reinforce rather than to undermine
the existing unequal pattern of distribution.

Nor are these just abstract theoretical claims. They appear to describe many
global economic networks.31 Even when global networks largely came into be-
ing through entirely decentralized processes, they have come to display high
skewness in the distribution of degree.32 More plainly put, some nodes in these
networks are far better connected than others. Studies of trade and banking
show that the United States and the United Kingdom are exceptionally highly
connected nodes in global ªnancial networks.33 It is increasingly difªcult to
map the network relations of the internet for technical reasons, yet there is
good reason to believe that the internet displays a similar skew toward nodes
in advanced industrial democracies such as the United States and (to a lesser
extent) the United Kingdom.34

This activity is often driven by an economic logic. In a networked world,
businesses frequently operate in a context where there are increasing returns to
scale, network effects, or some combination thereof. These effects push mar-
kets toward winner-take-all equilibria in which only one or a few busi-
nesses have the lion’s share of relationships with end users and, hence, proªts
and power. Even where networks are run by nonproªt actors, there are strong
imperatives toward network structures in which most or even nearly all
market actors work through a speciªc organization, allowing them to take ad-
vantage of the lower transaction costs associated with centralized communica-
tions architectures.
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pp. 1–19, doi.org/10.1103/PhysRevE.79.036115; and Luca De Benedictis and Lucia Tajoli, “The
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Once established, these centralized network structures are hard for outsiders
to challenge, not least because they have focal power; challengers not only
have to demonstrate that they have a better approach, but need to coordinate a
signiªcant number of actors to defect from the existing model or organization
and converge toward a different one.

For example, Facebook’s business model is centered on monetizing individ-
uals’ social networks through targeted advertisement and other means. It has
resisted challengers with ostensibly better or less privacy-invasive products,
because it is relatively costly for an individual, or even a medium-sized group,
to move to a different service unless they know that everyone else is doing
the same thing. Google similarly leverages the beneªts of search and ad-
vertising data.35 Large international ªnancial institutions such as Citibank,
security settlement systems such as Euroclear, consumer credit payment sys-
tems such as Visa/Mastercard, ªnancial clearing houses such as the Clearing
House Interbank Payments System, and ªnancial messaging services such as
the Society for Worldwide Interbank Financial Telecommunication (SWIFT)
have become crucial intermediaries in global ªnancial networks, acting as
middlemen across an enormous number and variety of speciªc transactions.
All these actors play key roles in their various architectures, coordinating and
brokering numerous speciªc relationships, beneªting from efªciencies of scale
and, in some cases, from the unique access to information that their brokerage
position supplies.36

Notably, the most central nodes are not randomly distributed across the
world, but are typically territorially concentrated in the advanced industrial
economies, and the United States in particular. This distribution reºects a com-
bination of the rich-get-richer effects common in network analysis and the par-
ticular timing of the most recent wave of globalization, which coincided with
United States and Western domination of relevant innovation cycles.

In short, globalization has generated a new set of structural forces. Economic
actors’ myriad activities create self-reinforcing network topologies, in which
some economic intermediaries—nodes—are centrally located with high de-
gree, and most other nodes are dependent on them. Once these topologies
become established, it is difªcult for economic actors to change or substan-
tially displace them.
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New Forms of Network Power: Panopticons and Chokepoints

The asymmetric networks that make up much of the structure of a globalized
world were not constructed as tools of statecraft. They typically reºect the in-
centives of businesses to create monopolies or semi-monopolies, increasing
returns to scale in certain markets, rich-get-richer mechanisms of network at-
tachment, and the efªciencies available to more centralized communications
networks. By building centralized networks, market actors inadvertently pro-
vide states, which are concerned with political as well as economic consider-
ations, with the necessary levers to extend their inºuence across borders. Thus,
structures that were generated by market actors in pursuit of efªciency and
market power can be put to quite different purposes by states.

Here, we differentiate our account of power from two related but distinct
sources of power that may result from economic interdependence. The ªrst is
market power. Although often underspeciªed, research on market power em-
phasizes the aggregate economic potential (measured in a variety of different
ways ranging from the domestic consumer-base to aggregate gross domestic
product) of a country. States with large economic markets can leverage market
access for strategic ends. National economic capabilities, then, produce power
resources.37 The second source of power, which dates back to the pioneering
work of Keohane and Nye and has been most thoroughly examined in the
case of trade, involves bilateral dependence. States that rely on a particular
good from another state and lack a substitute supplier may be sensitive to
shocks or manipulation.38

Market size and bilateral economic interactions are important, but they are
far from exhaustive of the structural transformations wreaked by globaliza-
tion. Global economic networks have distinct consequences that go far beyond
states’ unilateral decisions either to allow or deny market access, or to impose
bilateral pressure. They allow some states to weaponize interdependence on
the level of the network itself. Speciªcally, they enable two forms of weaponi-
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zation. The ªrst weaponizes the ability to glean critical knowledge from infor-
mation ºows, which we label the “panopticon effect.” Jeremy Bentham’s
conception of the Panopticon was precisely an architectural arrangement in
which one or a few central actors could readily observe the activities of others.
States that have physical access to or jurisdiction over hub nodes can use this
inºuence to obtain information passing through the hubs. Because hubs are
crucial intermediaries in decentralized communications structures, it becomes
difªcult—or even effectively impossible—for other actors to avoid these hubs
while communicating.

This phenomenon existed in earlier periods of globalization as well. As
Harold James describes it, “In the ªrst era of globalization, expanding trade,
capital and labour ºows all tied economies together in what appeared to be an
increasing and probably irreversible network,” centered on the “commercial
infrastructure provided by Britain,” and in particular the ªnancial infrastruc-
ture of the City of London.39 As James notes, “The fact that Britain was the hub
of trade, ªnance and insurance gave its military planners, and its political-
decision makers, a unique insight into how and where global ºows of strategic
goods went, and how those ºows might be interrupted.”40

As technology has developed, the ability of states to glean information
about the activities of their adversaries (or third parties on whom their adver-
saries depend) has correspondingly become more sophisticated. The reliance
of ªnancial institutions on readily searchable archives of records converts bank
branches and internet terminals into valuable sources of information. New
technologies such as cell phones become active sensors. Under the panopticon
effect, states’ direct surveillance abilities may be radically outstripped by their
capacity to tap into the information-gathering and information-generating ac-
tivities of networks of private actors.

Such information offers privileged states a key window into the activity of
adversaries, partly compensating for the weak information environment that
is otherwise characteristic of global politics. States with access to the panopti-
con effect have an informational advantage in understanding adversaries’ in-
tentions and tactics. This information offers those states with access to the hub
a strategic advantage in their effort to counter the speciªc moves of their tar-
gets, conduct negotiations, or create political frames.

The second channel works through what we label the “chokepoint effect,”
and involves privileged states’ capacity to limit or penalize use of hubs by
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third parties (e.g., other states or private actors). Because hubs offer extraordi-
nary efªciency beneªts, and because it is extremely difªcult to circumvent
them, states that can control hubs have considerable coercive power, and
states or other actors that are denied access to hubs can suffer substantial con-
sequences. Again, there is some historical precedent for this phenomenon.
Nicholas Lambert describes how the United Kingdom enjoyed a near monop-
oly over the communications infrastructure associated with international trade
in the period before World War I, and developed extensive plans to use this
monopoly to disrupt the economies of its adversaries, weaponizing the global
trading system.41 As Heidi Tworek argues, Germany responded to the UK
stranglehold on submarine communication cables by trying to develop new
wireless technologies.42

States may use a range of tools to achieve chokepoint effects, including those
described in the existing literature on how statecraft, credibility, the ability to
involve allies, and other such factors shape the relative success or failure of ex-
traterritorial coercive policies.43 In some cases, states have sole jurisdiction
over the key hub or hubs, which offers them the legal authority to regulate
issues of market use. In others, the hubs may be scattered across two or more
jurisdictions, obliging states to work together to exploit the beneªts of coer-
cion. Our account emphasizes the crucial importance of the economic network
structures within which all of these coercive efforts take place. Where there are
one or a few hubs, it becomes far easier for actors in control of these nodes to
block or hamper access to the entire network.

We explain variation in state strategies as a function of the structural topog-
raphy of the network combined with domestic institutions and norms of the
states attempting to make use of the network structures. First, only those states
that have physical or legal jurisdiction over hub nodes will be able to exploit
the beneªts of weaponized interdependence. As we have already noted, the
network hubs of globalization are not scattered at random across the world.
Instead, they are disproportionally located in the advanced industrial coun-
tries, in particular the United States, which has led technological and market
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innovation in the most recent round of economic globalization. This geo-
graphic skew effectively means that only the United States and a couple of
other key states and statelike entities (most notably, the European Union [EU]
and, increasingly, China) enjoy the beneªts of weaponized interdependence,
although others may still be able to play a disruptive role.

Second, there will be variation across the national institutional structures
associated with different issue areas. If states are to exploit hubs, they require
appropriate legal and regulatory institutions. Depending on domestic conªg-
urations of power and state-society relations, they may lack coercive capacity;
alternatively, they may be able to prosecute strategies based only on panopti-
con effects and not on chokepoints, or vice versa. The literature on regulatory
capacity, for example, demonstrates that the United States is not uniformly po-
sitioned to control market access.44 In some areas, it has weak or decentralized
regulatory institutions, or would face powerful domestic pushback. In such
cases, states may ªnd themselves structurally positioned to shape hub behav-
ior but lack the institutional resources to exploit either or both the panopticon
or chokepoint effects.

In other domains, national laws and norms constrain states from engaging
in certain kinds of weaponization. Privacy laws in the EU, for example, limit
the amount of data that may be collected or stored by commercial internet pro-
viders.45 These institutions, which were adopted just as decentralized market
processes generated new commercial networks of data exchange, mean that it
is more difªcult for European governments to directly exploit panopticon ef-
fects. As history demonstrates, domestic institutions may change in response
to new perceived external threats, but they may also be sticky, because domes-
tic actors may fear that the new capacities will be turned against them as well
as foreign adversaries.46 Domestic institutions are usually themselves the
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product of intense internal political battles, so that they cannot costlessly be
transformed to confront new international challenges.

The central expectation of our argument is that states’ variable ability to em-
ploy these forms of coercion will depend on the combination of the structure
of the underlying network and the domestic institutions of the states attempt-
ing to use them. States that have jurisdictional control over network hubs
and enjoy sufªcient institutional capacity will be able to deploy both panopti-
con and chokepoint effects. Variation in domestic institutions in terms of ca-
pacity and key norms may limit their ability to use these coercive tools even
when they have territorial or jurisdictional claims over hubs. Where control
over key hubs is spread across a small number of states, these states may need
to coordinate with one another to exploit weaponized interdependence. States
that lack access to, or control over, network hubs will not be able to exert such
forms of coercion.

In the succeeding sections, we provide a plausibility probe for our argu-
ment. We present two analytic narratives covering different core policy do-
mains of globalization—ªnancial and international data ºows. In each
domain, we demonstrate how a similar structural logic developed, as highly
asymmetric networks emerged, in which a few hubs played a key role. In con-
trast to liberal approaches, we show how states—most particularly, the United
States—were able to take advantage of these network structures, to exploit
panopticon effects or chokepoint effects. Importantly, our cases offer variation
in the ability of the United States to deploy these strategies, distinguishing
our argument from more conventional market power or bilateral vulnerabil-
ity accounts.

The Rise of Network Inequality

Although globalization is often characterized as involving complexity and
fragmentation, this section demonstrates how strong systematic inequalities
have emerged in two issue areas—ªnance and information. In particular, these
narratives demonstrate how market actors created institutions and technolo-
gies to overcome the transaction costs associated with decentralized markets
and, in doing so, generated potential sites of control.

global ªnance and swift’s centrality

To manage billions of daily transactions and trades, global ªnance relies on
a much smaller set of backroom arrangements to facilitate capital ºows—
so-called payment systems. Businesses and banks depend on these payment
systems to move funds from one entity to another. A key component of the
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payment system is reliable and secure communication between ªnancial insti-
tutions regarding the multitude of transactions that occur globally on any
given day.

Since the 1970s, interbank communication has been provided by SWIFT.47

For much of the post–World War II period, only a few transnational banks en-
gaged in cross-border transactions. Those that did had to rely on the public
telegram and telex systems, which were operated by national telecommunica-
tions providers. These systems proved both slow and insecure. These inef-
ªciencies led ªnancial actors to create a number of competing platforms for
interbank communication in the 1970s. Most notably, the First National City
Bank of New York (FNCB later renamed Citibank) developed a proprietary
system known as Machine Readable Telegraphic Input (MARTI), which the
company hoped to disseminate and proªt from.

This system gave a big push to European banks and U.S. competitors of
FNCB, which worried about what might happen if they became dependent on
MARTI. The result was that a small group of European and U.S. banks cooper-
ated in building a messaging system that could replace the public providers
and speed up the payment process. SWIFT opened its doors in 1973 and sent
its ªrst message in 1977.

The main objective of the organization was to create a system for transfer-
ring payment instructions between entities engaged in a ªnancial transaction
including banks, settlement institutions, and even central banks. SWIFT plays
a critical role in authorizing transactions, authenticating parties, and recording
exchanges. It is a cooperative run by representatives from the ªnancial in-
stitutions involved. SWIFT’s headquarters were established near Brussels,
Belgium, to sidestep the emerging rivalry between New York and London as
the hubs of global banking. For much of the 1970s, it was unclear if SWIFT
would succeed. The organization had to develop a new secure messaging sys-
tem that could efªciently transfer tremendous amounts of data and beat
competitors such as MARTI. In 1977, it was used in 22 countries by roughly
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500 ªrms with annual trafªc of approximately 3,000 messages. By 2016, it had
become the dominant provider, serving more than 200 countries and some
11,000 ªnancial institutions and carrying more than 6.5 billion messages annu-
ally. As Susan Scott and Markos Zachariadis note, “Founded to create efªcien-
cies by replacing telegram and telex (or ‘wires’) for international payments,
SWIFT now forms a core part of the ªnancial services infrastructure.”48 This
network effect was an accidental rather than an intended outcome. Those in-
volved in the original SWIFT project during the 1970s were focused on “creat-
ing an entity, a closed society, to bind members together in an organizational
form that would employ standards designed to create efªciencies on transac-
tions between the member banks.”49

Eventually, the organization’s dominance over ªnancial messaging led to
monopoly regulation by the Commission of the European Union. La Poste (the
deregulated Postes, Télégraphes et Téléphones of France) sought access to
the SWIFT network as part of its banking operations, and SWIFT denied the
request on the grounds that La Poste was not a traditional banking institution.
The European Commission’s ruling in 1997 that SWIFT “holds a monopolistic
position in the market for international payment message transfer” meant that
it was a quasi utility and had to follow an open access model.50 As a result,
even more ªnancial institutions began to use and become dependent on the
SWIFT system. The more banks that used SWIFT, the more it created measur-
able network beneªts for its members, and the less likely member banks were
to defect.51 By the turn of the millennium, nearly all major global ªnancial in-
stitutions used the SWIFT system to process their transactions (see ªgure 1).

the internet—all roads lead through northern virginia

When the internet came to public prominence in the early 1990s, it initially
seemed as though it might provide a technology that was innately resistant to
centralization. Authorities and political actors, including U.S. President Bill
Clinton, believed that it was effectively invulnerable to control.52 In contrast to
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“centralized” networks such as the then-existing phone system, where differ-
ent phones connected through a switchboard, the internet was conceived as a
“distributed” network, where there was a multiplicity of ties between differ-
ent nodes, and no node was innately more important than any other.53 The
Transmission Control Protocol/Internet Protocol allowed servers to speedily
identify blockages in the system and ªnd alternative routes for information. In
such a system, government control seemed difªcult; as the prominent activist
John Gilmore put it, the “Net interprets censorship as damage, and routes
around it.”54 This resistance to blockages led some online libertarians to fore-
cast the withering of the state and a new age of human freedom.55

Contradicting these heady prognoses, the underlying architecture of the
internet became increasingly centralized over time.56 Some hubs and intercon-
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Figure 1. Annual SWIFT Messages in Millions*

*SWIFT stands for Society for Worldwide Interbank Financial Telecommunication.
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nections between these hubs became far more important than others. States in-
creasingly were able to impose controls on trafªc entering and leaving their
country, while censoring or controlling many ordinary uses of the internet.57

The most important infrastructural elements of the internet are the ªber optic
cables that provide service between the continents. These cables are far more
efªcient than competing channels such as satellite or legacy telephone wires.
They are also geographically ªxed. Ninety-seven percent of intercontinental
internet trafªc travels across roughly 300 cables.58 The importance of these cen-
tral communication nodes became painfully clear in 2008, when a ship’s an-
chor severed two such cables (FLAG Europe Asia and SEA-ME-WE-4) off the
cost of Egypt and shut down much of the internet in the Middle East and
South Asia. The recurrence of such problems has led to concerns about vulner-
ability to sabotage.59

The increasing complexity and size of the modern internet threatens to slow
connection speeds. In response, internet exchange points have emerged, which
facilitate communication across service providers and infrastructure back-
bones.60 These internet exchanges are often located in major cities and channel
the majority of domestic internet trafªc in the United States and Europe; they
also support peer linkages between the different global networks that allow
the internet to function. Once again, this means that a substantial amount of
trafªc travels through a few key nodes.

Network economies have similarly led to a centralization of the e-commerce
economy, as both network effects and new kinds of increasing returns to
scale cemented the global dominance of a small number of e-commerce com-
panies. This dominance is in part thanks to U.S. government policy. The
United States believed that, to the greatest extent possible, data governance
should involve the free ºow of content across borders (except, of course,
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where this interfered with the intellectual property or other vital interests
of U.S. corporations). It should furthermore be based primarily on self-
regulation, looking to business cooperation and market structures to regulate
their business relations with consumers.61

This emphasis on self-regulation and individual choice gave private ªrms a
great deal of freedom to set their own rules. In the 1990s, Clinton administra-
tion ofªcials, led by Ira Magaziner, crafted a “Framework for Global Electronic
Commerce” that was intended to shape the emerging international debate
so as to push back against government regulation and, instead, favor self-
regulatory approaches.62 The U.S. government scotched plans by Jon Postel, an
early technological leader in internet communications, to set up a global insti-
tution to regulate the internet with the help of the Internet Society and the
UN’s International Telecommunications Union, threatening him with criminal
sanctions if he did not back down.63

Instead, it handed authority over domain names to a private nonproªt cor-
poration under California law, the Internet Corporation for Assigned Names
and Numbers (ICANN), which would work with for-proªt entities to manage
the technical aspects of coordination.64 ICANN’s ultimate authority stemmed
from a contract with the Department of Commerce, which provided the U.S.
government with a controversial implicit veto. Importantly, however, ICANN
was designed according to a “stakeholder” model, under which private actors
would take the lead in shaping its deliberations. The U.S. veto was primarily
intended as a backstop against other states or international organizations
wresting ICANN away from the private sector, rather than a calibrated tool for
institutional interference.

Self-regulation and individual choice were also the organizing principles for
U.S. domestic regulations. These principles were laid out in legislation includ-
ing, most importantly, Section 230 of the 1996 Communications Decency Act,
which protected e-commerce ªrms from “intermediary liability” for content
put up by others.65 This section was intended for a speciªc and relatively nar-
row purpose—to provide businesses with safe harbor against legal actions
aimed at content posted by users. It ended up inadvertently supporting a new
business model, in which e-commerce ªrms, rather than providing content
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themselves, would rely on their users to provide the content for them. They
could then make their proªts by acting as an intermediary between those us-
ers, analyzing their behavior, and offering targeted advertising services to
their actual customers, people who wanted to sell products to the users leav-
ing data trails behind them.

Section 230, together with network effects, led to the rapid domination of a
small number of e-commerce and online ªrms. Companies such as Facebook
and YouTube (owned by Google and then by Alphabet) were able to use the
lack of intermediary liability to rapidly scale up, allowing enormous numbers
of users to share content, without any need for companies to edit or inspect
that content, except when they were informed of intellectual property viola-
tions. The result was a business model based on algorithms rather than em-
ployees.66 Google could similarly take advantage of the lack of intermediary
liability, while expanding into new services. It reaped the beneªts of a feed-
back loop in which its users passively provided data, which could be catego-
rized using machine learning techniques both to sell space to advertisers and
to further improve Google services. Amazon, too, swiftly branched out, selling
not only physical products, but cloud services, and acting as an intermediary
across a wide variety of markets.

All these ªrms built themselves effective near monopolies. Facebook—once
it had become established—was more or less impossible for competitors to dis-
place, because its users had little incentive to migrate to a new system, and
Facebook could buy and integrate potential new competitors long before they
could become real threats. Google’s data dominance provided the company
with a nearly impregnable position, while Amazon’s relentless growth into
new marketplaces provided it with irresistible economies of scale.67

Although China has excluded these companies and developed domestic
competitors, it has done so only by leveraging state power in ways that are far
harder for small states and liberal democracies. As a result, a huge fraction of
global data trafªc is channeled through the servers of a handful of companies,
which sit in the United States. Key aspects of the domain name system are run
by ICANN, which provided some privileged actors with levers for achieving
political outcomes.68 As ever more online services move to cloud architectures,
which store customer data and processing power in online data centers, cloud
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providers have emerged as central hubs.69 One estimate, for example, suggests
that 70 percent of global web trafªc goes through Amazon Web Services in
Northern Virginia (which had become established as a hub location decades
earlier thanks to America Online).70 Transcontinental ªber optic cables, in-
ternet exchanges, monopoly service providers and geographically concen-
trated data centers have all helped build a grossly asymmetric network,
in which communications, rather than being broadly distributed, travel
through key hubs, which are differentially concentrated in the United States,
and channel the most global data exchanges.

Weaponizing the Hubs

With the rise of these central hubs across ªnancial messaging and online
communication, states (in particular, the United States and members of the
European Union) began to understand that they could exploit network proper-
ties to weaponize interdependence. In what follows, we use case evidence to
demonstrate the two forms of network power—panopticon and chokepoint
effects—and explain variation in their use. In particular, the case of ªnancial
messaging underscores the importance of institutional capacity and differ-
ences between the United States and Europe in their ability to employ these
strategies. The case of the internet underscores how domestic institutions and
norms constrain the behavior of the United States even when it has physical
and legal jurisdiction over key hubs.

swift, counterterrorism, and nonproliferation

SWIFT demonstrates how both the panopticon and chokepoint effects can
work in global networks. Because SWIFT is central to the international pay-
ment system, it provides data about most global ªnancial transactions and al-
lows these transactions to take place. For the last twenty-ªve years, key
states—most importantly, the United States—have gradually transformed the
repository into a surveillance asset and ªnancial sector dependence into a tool
of asymmetric interdependence.

Although the terrorist attacks of September 11, 2001, were a crucial moment
in global surveillance politics, governments began considering SWIFT’s poten-
tial much earlier. The Financial Action Task Force (FATF), a core global gover-
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nance body focused on anti-money laundering, approached SWIFT in 1992.71

FATF hoped to gain access to SWIFT records so as to track down illicit activity.
At this point, SWIFT realized the peril of the economic efªciencies that it itself
had created. As Lenny Schrank, a former chief ofªcer of SWIFT, later reºected,
“This was when we ªrst began to think the unthinkable: that maybe we have
some data that authorities would want, that SWIFT data would be revealed . . .
and what to do about it . . . no one thought about terrorism at that time.”72

SWIFT refused the request, claiming that it could not provide information to
public authorities and that such requests had to be directed to banks and other
ªnancial institutions engaged in the transaction. The organization claimed that
SWIFT was a communications carrier much like a telephone operator rather
than a data processor and thus should be immune to government monitoring.

SWIFT resisted government pressure for much of the 1990s, but succumbed
after the September 11 attacks.73 In the wake of the attacks, the U.S. Treasury
began to examine ways to use the global ªnancial system to curtail terrorist
ªnancing, targeting the terrorist money supply, and concluded that it could
lawfully issue enforceable subpoenas against SWIFT to compel it to provide
ªnancial data. The Treasury initiative became known as the Terrorist Finance
Tracking Program (TFTP) and targeted SWIFT as a key source of data. It was
especially hard for SWIFT to resist Treasury demands, because the organiza-
tion maintained a mirror data center containing its records in Virginia. In the
years that followed, SWIFT secretly served as a global eye for the U.S. ªght
against terrorism, with the Treasury using the SWIFT system to monitor and
investigate illicit activity.74 As Juan Zarate, a former Treasury Department
ofªcial, explained: “Access to SWIFT data would give the U.S. government a
method of uncovering never-before-seen ªnancial links, information that
could unlock important clues to the next plot or allow an entire support net-
work to be exposed and disrupted.”75

International Security 44:1 66

71. On FATF, see Julia Morse, “Blacklists, Market Enforcement, and the Global Regime to Combat
Terrorist Financing,” International Organization, forthcoming; Eleni Tsingou, “Global Financial
Governance and the Developing Anti-Money Laundering Regime: What Lessons for International
Political Economy?” International Politics, Vol. 47, No. 6 (November 2010), pp. 617–637, doi.org/
10.1057/ip.2010.32; and Anne L. Clunan, “The Fight against Terrorist Financing,” Political Science
Quarterly, Vol. 121, No. 4 (Winter 2006/07), pp. 569–596, doi.org/10.1002/j.1538-165X.2006
.tb00582.x.
72. Scott and Zachariadis, The Society for Worldwide Interbank Financial Telecommunication (SWIFT),
p. 128.
73. For an excellent overview of both SWIFT and the dollar clearing system, see Joanna Diane
Caytas, “Weaponizing Finance: U.S. and European Options, Tools, and Policies,” Columbia Journal
of International Law, Vol. 23, No. 2 (Spring 2017), pp. 441–475.
74. Eric Lichtblau and James Risen, “Bank Data Is Sifted by U.S. in Secret to Block Terror,” New
York Times, June 23, 2006, https://www.nytimes.com/2006/06/23/washington/23intel.html.
75. Juan C. Zarate, Treasury’s War: The Unleashing of a New Era of Financial Warfare (London:
Hachette, 2013), p. 50.

D
ow

nloaded from
 http://direct.m

it.edu/isec/article-pdf/44/1/42/2059077/isec_a_00351.pdf by guest on 08 Septem
ber 2023



The SWIFT data became the Rosetta stone for U.S. counterterrorism opera-
tions, as it shed light on the complex networks of terrorist ªnancing.76 The
government used the data as a key forensic tool to identify terrorist opera-
tions, co-conspirators, and planning. This effort became so central to U.S.
and European counterterrorism operations that when it was challenged by
European actors worried about civil liberties, the U.S. government employed
top ofªcials including Secretary of State Hillary Clinton and Secretary of the
Treasury Timothy Geithner to defend and demand the continuation of the pro-
gram.77 As one EU foreign minister concluded, “They pulled out all the moral
and political stops.”78 After a joint review of the program, the European
Commission argued: “The Commission is of the view that the TFTP remains
an important and efªcient instrument contributing to the ªght against terror-
ism and its ªnancing in the United States, the EU and elsewhere.”79 Despite
initial public protests, the dominant coalition in EU politics quietly approved
of the U.S. use of SWIFT to create a ªnancial data panopticon, so long as the
United States was prepared to share the proceeds.80

U.S. and EU efforts to weaponize SWIFT were not limited to the panopticon
effect. As Joanna Caytas notes, “The most vulnerable element of ªnancial
infrastructure is its payments system, both at a national (macro) level and on
an institutional (micro) plane.”81 Caytas furthermore argues that “disconnec-
tion from SWIFT access is, by any standard, the ªnancial market equivalent of
crossing the nuclear threshold, due to the vital importance of the embargoed
services and near-complete lack of alternatives with comparable efªciency.”82

As an example of the power of chokepoints, U.S. and European policy-
makers used SWIFT to reinforce the sanctions regime against Iran. A group of
prominent U.S. policymakers, led by Ambassadors Richard Holbrook and
Dennis Ross, started a private campaign, known as United Against Nuclear
Iran (UANI) in the 2000s, to ratchet up pressure on the Iranian regime. The
group targeted SWIFT as complicit in assisting the Iranian regime and contrib-
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uting to its economic health.83 As per SWIFT’s 2010 annual report, some nine-
teen Iranian banks as well as another twenty-ªve institutions relied on the
messaging system.84 In January 2012, UANI sent a letter to SWIFT arguing that
“the global SWIFT system is used by Iran to ªnance its nuclear weapons pro-
gram, to ªnance terrorist activities and to provide the ªnancial support neces-
sary to brutally repress its own people.”85

This campaign had consequences in both the United States and Europe. On
February 2, 2012, the U.S. Senate Banking Committee adopted language that
would have allowed the U.S. government to sanction SWIFT if it continued to
allow Iranian ªnancial institutions to use the SWIFT system, pushing the ad-
ministration to adopt a more proactive stance.86 The EU followed up on this
threat in March, motivated by U.S. pressure and its own worries about Iran’s
nuclear program, and passed regulations that prohibited ªnancial messaging
services (e.g., SWIFT) from providing services to targeted institutions.87

The combination of EU and U.S. sanctions required SWIFT to cut Iranian
banks out of its system. In 2012, the EU’s Council banned the provision of
ªnancial messaging services to Iran.88 As Lazaro Campos, a former chief exec-
utive ofªcer of SWIFT, concluded: “This EU decision forces SWIFT to take ac-
tion. Disconnecting banks is an extraordinary and unprecedented step for
SWIFT. It is a direct result of international and multilateral action to intensify
ªnancial sanctions against Iran.”89

The Iranian regime felt the consequences, as its major ªnancial institutions,
including its central bank, found themselves locked out from the international
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payment system. As explained by an EU ofªcial at the time, “It is a very
efªcient measure . . . It can seriously cripple the banking sector in Iran.”90

Unwinding the SWIFT measures became a key bargaining point in the nego-
tiations over Iran’s nuclear program.91 During the negotiations with the
United Nations Security Council’s ªve permanent members, plus Germany,
Iranian Foreign Minister Javad Zarif, made it clear that lifting the SWIFT ban
was a top priority. “The deal will be made or broken,” he said during an inter-
view in July 2015, “[depending] on whether the United States wants to lift the
sanctions or keep them.”92 Accordingly, lifting of the SWIFT measures was a
key part of the eventual Iran deal.

Notably, the SWIFT measures were a result of joint pressure from both of the
jurisdictions to which it was substantially exposed. Had the United States not
imposed pressure, it is unlikely that the European Union would have been
able to act on its own; as Caytas notes, the EU’s fragmented internal decision-
making structures and lack of supple institutions undermines its ability to
weaponize ªnance.93 Equally, the United States might have had difªculties in
acting unilaterally in the face of concerted EU opposition, given SWIFT’s pri-
mary location in Europe.

In 2018, the politics of the SWIFT chokepoint became more complex. As the
United States backed out of the Iran deal, it threatened to reimpose SWIFT re-
strictions on Iran, while the EU resisted the re-weaponization of SWIFT.94

SWIFT responded to the threat of U.S. sanctions by delisting key Iranian insti-
tutions, while publicly maintaining that it was doing so to maintain the stabil-
ity of the overall ªnancial system. U.S. pressure has led European politicians
such as German Foreign Minister Heiko Maas to begin discussing whether the
EU needs to start building its own international ªnancial payment channels,
providing it with an alternative hub that is less vulnerable to U.S. pressure.95 It
is unclear whether the EU is capable of building the necessary institutions to
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challenge the United States, given both internal political battles and external
U.S. pressure against individual EU member states.96

The weaponization of SWIFT runs counter to the expectations of liberal ac-
counts of globalization. It demonstrates how globalized networks can indeed
be used to exercise “power over,” both by gathering enormous amounts of
data that can then be employed for security purposes and by systematically
excluding states from participation in the world ªnancial system. Exactly be-
cause the SWIFT organization was a crucial hub in global economic exchange,
it allowed those states that had jurisdictional sway over it to employ the pan-
opticon and chokepoint effects, just as our framework expects. Furthermore,
the topology and existence of the global ªnancial network provided the United
States (and the EU) with extraordinary strategic resources. Without this net-
work structure, both powers would not have been able to access data (e.g., on
strategically important ªnancial ºows between third countries). In a counter-
factual world, where the United States and the EU could have unilaterally de-
nied access only to their own markets, or invoked bilateral dependencies to
squeeze their adversaries, their efforts would have been far less effective, be-
cause adversary states could readily have turned to other ªnancial partners.

the national security agency, prism, and counterterrorism

The United States enjoyed similar—and arguably even greater—dominance
over information networks and e-commerce ªrms, thanks to asymmetric net-
work structures. It was far less eager to deploy the chokepoint effect, however.
This reºected a strategic calculation of beneªts; the United States believed that
a general diffusion of communication technology and the global dominance of
U.S. e-commerce ªrms was in its interests. It also reºected domestic institu-
tional constraints. The United States had effectively precommitted to keeping
e-commerce free from government control, except for truly compelling prob-
lems such as child pornography. This commitment meant that it had relatively
few tools to oblige technology companies to do its bidding, and even where it
did have such means, its commitment to openness imposed difªcult trade-offs.
Thus, for example, the U.S. sanctions regime applied to technology companies
as well as other commercial actors, but the United States created speciªc (if du-
biously beneªcial) carve-outs (speciªc exceptions to the sanctions) intended to
allow technology companies to support openness in Iran and other regimes
subject to U.S. sanctions.97
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The United States, under the Bill Clinton, George W. Bush, and Barack
Obama administrations, saw the spread of internet openness as linked to the
spread of democracy, and strategically beneªcial for the United States, as well
as reºecting U.S. values.98 In a much remarked upon speech, Secretary of State
Clinton depicted the internet as a “network that magniªes the power and po-
tential of all others,” warning of the risks of censorship and celebrating
the “freedom to connect” to “the internet, to websites, or to each other.”99 If the
United States was to convince other states to refrain from controlling the in-
ternet, it also had to restrain itself, and moreover needed to ensure that the
internet was not seen by other countries as a tool of direct U.S. inºuence. Thus,
the United States largely refrained from putting overt pressure on e-commerce
ªrms to help it achieve speciªc political outcomes. In one exceptional instance,
a U.S. ofªcial asked Twitter ofªcials to delay a temporary technical shutdown
in the middle of the 2009 protests in Iran, in the belief that Twitter was playing
an important part in helping organize the protests.100 The action was contro-
versial and was not publicly repeated. The United States also saw substantial
commercial advantage in an open internet, warning that if states lapsed
into “digital protectionism,” then “global scalability—and thus the fate of
American digital entrepreneurialism—will falter.”101

Finally, the U.S. government sought to protect ICANN from a series of rear-
guard actions in the United Nations and other forums. When it appeared in
2005 that the EU might align itself with non-democratic countries to move
authority over domain names to a more conventional international organ-
ization, the United States pushed back forcefully.102 Renewed pressure in
2012 combined with the Snowden revelations (the release of documents by
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Open Technology Institute blog, New America, February 12, 2014, https://www.newamerica.org/
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99. Hillary Rodham Clinton, “Remarks on Internet Freedom,” speech given at the Newseum,
Washington, D.C., January 21, 2010, https://2009-2017.state.gov/secretary/20092013clinton/rm/
2010/01/135519.htm.
100. Mark Landler and Brian Stelter, “Washington Taps into a Potent New Force in Diplo-
macy,” New York Times, June 16, 2009, http://www.nytimes.com/2009/06/17/world/middleeast/
17media.html?_r�1&scp�2&sq�Twitter&st�cse.
101. Deputy U.S. Trade Representative Robert Holleyman, “The Trans-Paciªc Partnership and
the Digital Economy,” remarks at the Commonwealth Club of San Francisco, March 30, 2016,
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Edward Snowden, a former National Security Agency [NSA] contractor, in
2013) to put the United States in a more awkward position: it ªnally accepted
that ICANN needed to be separated from the U.S. government, and did so in
the closing days of the Obama administration.103

Even while the United States declined to use chokepoints and promoted
the cause of an open internet, it took enormous advantage of the panopticon
effect. The concentration of network hubs and e-commerce ªrms within the
United States offered extraordinary beneªts for information gathering,
which the United States was swift to take advantage of, especially after the
September 11 attacks. After the attacks, the U.S. government quickly moved to
leverage this advantage through the STELLARWIND program, which caused
internal consternation within the Bush administration, and was eventually
found by the Ofªce of Legal Counsel to be illegal. It was soon replaced, how-
ever, by a variety of other programs designed to take advantage of the United
States’ unparalleled location at the heart of global networks of information ex-
change. In the blunt description of a former NSA director, Michael Hayden:
“This is a home game for us. Are we not going to take advantage that so much
of it goes through Redmond, Washington? Why would we not turn the most
powerful telecommunications and computing management structure on the
planet to our use?”104 Redmond, Washington is the home city of Microsoft, but
Hayden was likely referring more generally to the U.S. technology sector.

In some cases, the U.S. government was able to conduct surveillance
through undisclosed direct relations with technology companies. Michael
Hirsch describes how technology companies were worried about being seen as
“instruments of government” but were willing to recognize that they needed
to cooperate with the government on key issues.105 Under the PRISM pro-
gram, the U.S. government had substantial legal authority to compel the
production of records and information regarding non-U.S. individuals from
technology companies.

In addition, the U.S. government demanded the cooperation of telecommu-
nications companies in carrying out “upstream collection” of large amounts of
data from U.S. companies such as AT&T that help run the internet backbone.
In the description of Ryan Gallagher and Marcy Wheeler, “According to the
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NSA’s documents, it values AT&T not only because it ‘has access to informa-
tion that transits the nation,’ but also because it maintains unique relationships
with other phone and internet providers. The NSA exploits these relation-
ships for surveillance purposes, commandeering AT&T’s massive infrastruc-
ture and using it as a platform to covertly tap into communications processed
by other companies.”106

The United States can copy data in bulk and mine it later for valuable infor-
mation, while superªcially complying with U.S. laws that distinguish between
the data of U.S. and non-U.S. citizens (“incidental collection” of data on U.S.
citizens is permissible).107 It has gathered data from internet exchange points
and from the cable landing stations where undersea cables reach dry land.
This data provided it with an alternative source of information to PRISM, and
gave it direct reach into the internal data of U.S. e-commerce ªrms without
their knowledge and consent, tapping, for example, into the communication
ºows through which Google reconciled data in different countries.

The Snowden revelations provoked political uproar, in both the United
States and elsewhere. The result was a series of legal reforms that partly lim-
ited U.S. government access to the data of U.S. citizens, as well as policy
measures including a presidential policy directive intended to reassure allies
that the United States would not use their citizens’ information in unduly in-
vasive ways.

Other states certainly engaged in surveillance activities, including members
of the EU (European privacy law does not currently prevent external surveil-
lance for espionage, including European countries spying on each other,
although it does restrict the ability of states to retain data on their own citi-
zens). However, they lacked the “home advantage” of network centrality that
Hayden described, and were correspondingly less able to gather useful infor-
mation, so that the United States’ European allies relied heavily on U.S. will-
ingness to share surveillance data for their own security.108
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summary

The internet has regularly been depicted, both in the scholarly literature and in
U.S. political debate, as a fundamentally liberal space characterized by open
exchange and cooperation. This rhetoric serves to conceal the power dynamics
that shape the relationship between the United States and online communica-
tions networks. For sure, the United States has not directly leveraged its domi-
nance to create chokepoints, both because it lacks the domestic institutional
capacity, and because several administrations have believed that its strategic
and business interests are better served by open networks than the overt use of
force majeure.109 Yet, the United States has also systematically exploited the
panopticon effect to great beneªt and has been able to do so even when its al-
lies have formally objected. This degree of information-gathering power
would be unthinkable either in a world where network forces did not tend to
lead to grossly asymmetric outcomes beneªting countries such as the United
States or where states were limited to employing the tools of national markets
and bilateral pressure.

Conclusion

There is a common trope in the literature on globalization that suggests that
greater economic exchange has fragmented and decentralized power relations.
We, in contrast, argue that these economic interactions generate new structural
conditions of power. Complex interdependence, like many other complex sys-
tems, may generate enduring power asymmetries.

This observation allows us to bring the literature on security, which has paid
deep and sustained attention to the systemic and structural aspects of power,
into direct debate with the literature on global markets, which has largely ne-
glected it.110 Theoretically, our account shows how the topography of networks
shapes power relations, generating systematic differences in the ability of
some states—and not others—to gather information and deny access to ad-
versaries. Empirically, we demonstrate how decentralized patterns of eco-
nomic exchange have led to centralized global networks such as SWIFT and
the internet. As we discuss further in unpublished research, similar patterns
prevail in other global networks such as the dollar clearing system and some
globalized supply chains. Bringing these ªndings together, our article provides
a historically detailed account of (1) how the new network structures that
shape power and statecraft have come into being and (2) how these structures
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have been used to weaponize interdependence by privileged actors (who pos-
sess both leverage over network hubs and the appropriate domestic institu-
tions that allow them to exercise this leverage).

Our research has far-reaching implications for the study of international
affairs. Our argument brings scholars of economic interdependence and secu-
rity studies into closer dialogue with one another, generating important new
insights for both. On the one hand, we press scholars of international political
economy to grapple with the fact that institutions, which may serve to drive
efªciency gains and reduce transaction costs, may also serve as sites of control.
On the other hand, we push scholars of international security to consider
how economic globalization creates its own set of international structures—
through global networks—and thus generates new forms of state power.111

More generally, our ªndings further suggest that international relations schol-
ars need to pay far more attention to the practical workings of networks than
they do at present.

Our evidence from the cases of ªnancial and digital communication fur-
thermore offer important support for our theoretical claims. States need both
leverage over network hubs and appropriate institutions if they are to take ad-
vantage of the panopticon and chokepoint effects. States and jurisdictions that
have potential leverage over network hubs, but do not have the appropriate
institutions, cannot make good use of weaponized interdependence. Thus, the
EU has fragmented instruments of ªnancial regulation, which means that it
has not been able to exercise control over SWIFT, except when its member
states have agreed unanimously on formal sanctions under prodding from the
United States. Lacking a regulator such as the Treasury Department’s Ofªce of
Foreign Assets Control, or legal instruments such as those that the United
States introduced after September 11, 2001, it has not been able to deploy mar-
ket control to inºuence non-EU banks in the same ways that the United States
has. However, although we do not discuss it here, other research indicates that
the EU is perfectly capable of leveraging such control in domains where it has
both inºuence over key hubs and well-developed institutions (e.g., in the area
of privacy).112
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U.S. capacity to weaponize interdependence similarly depends on domestic
institutions as well as the topology of global networks. Thus, for example, the
existing institutional capacity of the NSA and new laws introduced after
the September 11 attacks allowed the United States to deploy the panopticon
effect to enormous advantage, gathering vast quantities of strategic informa-
tion. However, it lacked the appropriate institutions to oblige U.S. e-commerce
companies to regulate other businesses and individuals or cut them out of
the network, as it could use the U.S. correspondent banking system to regulate
global networks.

Our framework also suggests that there are broader limits to weaponized in-
terdependence. Not all markets rest directly on asymmetric networks. For ex-
ample, international oil markets are sufªciently diversiªed that they are
relatively liquid, and thus present no single point of control.113 Where there
are no network asymmetries, it will be difªcult to weaponize interdependence.
Moreover, not all sectors have been internationalized or rest heavily on net-
works of exchange. Finally, states that are less well integrated into the interna-
tional economy are correspondingly less likely to be vulnerable to information
gathering, while their vulnerability to the threatened or actual use of choke-
points will depend on the degree of autarky they have achieved.

The world has entered into a new stage of network politics, in which other
states have begun to respond to such efforts. When interdependence is used by
privileged states for strategic ends, other states are likely to start considering
economic networks in strategic terms too. Targeted states—or states that fear
they will be targeted—may attempt to isolate themselves from networks, look
to turn network effects back on their more powerful adversaries, and even, un-
der some circumstances, reshape networks so as to minimize their vulnerabili-
ties or increase the vulnerabilities of others.114 Hence, the more that privileged
states look to take advantage of their privilege, the more that other states and
nonstate actors will take action that might potentially weaken or even under-
mine the interdependent features of the preexisting system.115 The ability of
states to resist weaponized interdependence will reºect, in part, their de-
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gree of autonomy from those economic interests that hope to maintain the
beneªts of centralized exchanges even in the face of greater constraints on
state authority.

The United States and its allies ªnd themselves in a new and uncertain
world, where rival powers and adversaries are seeking to insulate themselves
from global networks, and perhaps over the longer run to displace these net-
works. Our arguments do not provide precise predictions as to the strategies
that rivals and adversaries will deploy, although they do suggest how these
strategies will be shaped by rival states’ own national institutions and network
positions. They highlight the importance of enduring, but not immutable net-
work structures. States are locked into existing network structures only up to
that point where the costs of remaining in them are lower than the beneªts:
should this change, one may see transitions to new arrangements.

Thus, for example, the initial U.S. decision to exclude the Chinese ªrm ZTE
from global supply chains appears to have precipitated a major reconsidera-
tion by the Chinese government of China’s reliance on foreign chip manufac-
turers and of the need for China to create its own domestic manufacturing
capacities to mitigate its economic vulnerabilities.116 This policy reorientation
surely involves efforts to mitigate bilateral asymmetric vulnerabilities of the
kind emphasized in traditional liberal accounts. However, it may also require
the reconªguration of entire networks of interlocking supply chains with
global consequences. Similar concerns led to initial U.S. suspicion of Huawei
and ZTE and to fears that their telecommunications equipment may have
built-in vulnerabilities that assist Chinese surveillance. As interdependence
becomes increasingly weaponized, global supply chains may unravel.

Western threats to weaponize SWIFT against Russia in the wake of the
Ukraine crisis produced similar responses.117 Then Prime Minister Dimitry
Medvedev threatened that “our economic reaction and generally any other re-
action will be without limits,” while the chief executive of VTB, a major
Russian bank, said it would mean that “the countries are on the verge of war,
or they are deªnitely in a cold war.”118 In a major foreign policy speech,
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President Vladimir Putin warned that “politically motivated sanctions have
only strengthened the trend towards seeking to bolster economic and ªnancial
sovereignty and countries’ or their regional groups’ desire to ªnd ways of pro-
tecting themselves from the risks of outside pressure. We already see that more
and more countries are looking for ways to become less dependent on the dol-
lar and are setting up alternative ªnancial and payments systems and reserve
currencies. I think that our American friends are quite simply cutting the
branch they are sitting on.”119

This may help explain Russia’s apparent reported interest in creating a
blockchain-based payment system for the Eurasian Economic Union and other
states interested in signing up.120 Blockchain systems are designed to use
“proof of work” or “proof of stake” and provable guarantees (systems based
on mathematically secure theorems) to avoid any need for central authority
(and hence any possibility of that authority being leveraged for political or
other purposes).121 In this way, a blockchain ledger for ªnancial transactions
could mute chokepoint strategies. That said, blockchain systems impose their
own, sometimes quite unattractive risks and restrictions for state authorities.

Piecemeal worries over adversaries and resulting actions may erode global
networks over the long term. More rapid change may occur if U.S. actions lead
allies to seriously reconsider their exposure to global networks that they rely
on far more heavily than China and Russia, but have not to this point seen as a
threat vector. As Daniel Drezner has argued, the most plausible path to such
a transition would involve the defection of U.S. allies, if they decided that the
United States was abusing weaponized interdependence in ways that con-
ºicted with their core interests.122 Our account helps explain why this is so: it
is the United States’ West European allies that are most likely to have control
or potential control over key nodes in global networks, or to be credibly able to
set up their own alternatives.

European states have been willing to accept U.S. extraterritorial pressure be-
cause of their “shared democratic values and indeed economic interests.”123

International Security 44:1 78

119. Vladimir Putin, speech to meeting of the Valdai International Discussion Club, October 24,
2014, http://en.kremlin.ru/events/president/news/46860.
120. “Bank of Russia Suggests FinTech’s Ethereum Blockchain as Single System for EAEU,” TASS,
April 3, 2018, http://tass.com/economy/997474.
121. For a tolerably accessible overview of the underlying technical issues, see Arvind Narayanan
et al., Bitcoin and Cryptocurrency Technologies: A Comprehensive Introduction (Princeton, N.J.: Prince-
ton University Press, 2016). Popular accounts tend to underestimate the vulnerabilities of
blockchain technologies.
122. Daniel W. Drezner, “Could Walking Away from the Iran Deal Threaten the Dollar?” Washing-
ton Post, August 12, 2015, https://www.washingtonpost.com/posteverything/wp/2015/08/12/
could-walking-away-from-the-iran-deal-threaten-the-dollar.
123. Authors’ translation of Karen Berger (rapporteur), Rapport d’Information Déposé en application

D
ow

nloaded from
 http://direct.m

it.edu/isec/article-pdf/44/1/42/2059077/isec_a_00351.pdf by guest on 08 Septem
ber 2023



Currently, they beneªt more than they suffer from the U.S. exercise of network
hegemony. However, this acquiescence “implies that [the equilibrium of trans-
atlantic relations] should not be disturbed by the abuse of that which certain
people perceive as a form of imperium in the domain of law.”124 Policymakers
in Europe have started to explore ªnancing options that are isolated from the
U.S. ªnancial system. While the practical effect of these speciªc initiatives may
be limited in the short term, they put in motion a potential decoupling. This
sanitization process may possibly fall victim to inªghting within and among
allies, but might also generate its own internal self-reinforcing dynamics.125

If the war of words between Europe and the United States over secondary
sanctions devolves into clashing standards and competing ªnancial instru-
ments, the United States may face the slow erosion of its ability to weaponize
key economic networks, constraining its ability to project power globally.
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